9/25/26, 10:49 AM GCP Fundamentals Study Note

TOP 50 GCP CONCEPT QUESTIONS

7 What is Google Cloud Platform (GCP)?

-
GCP ic a svite of cloud computing services offered by Google. It includes computing power, ctorage,
databagces, networking, AT/ML, and analytics tools delivered over Google's global infrastructore.

o

.

v Key Benefit: Sealable, cecure, reliable and pay-as-you-go clovd services.

2 What are the main services provided by GCP?

4 N )

e .

© =

Compute Engine Cloud Storage
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BigQuery Kubernetes Engine
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Cloud Networking AT/ML (Vertex AT)
\. /J \\ J

v Think: Compute, Storage, Database, Networking, Big Data, AT/ML, DevOps
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32 What is the difference between GCP, AWS, and Azure?

Acpect 6CP AWS Azure
Company Gosgle Amazon Microcoft
q Data Analytice, AI/ML, Wide range of services, mature Hybrid clovd, enterprise
trength
BigQuery ecosyctem integration
Per-cecond billing in many Pay-as-you-go, Enterprice
Pricing Pay-ac-you-go, Spot instances
cervices agreements
Bect For Data, ML, Startups Large scale, Global applicatione Enterprises, NET, Hybrid

4 What ic a Project in GCP?

e

A Project is a logical container that holds all your resources and services in GCP. It helps you organize,

manage billing, cet permiscions, and icolate resources.

b Remember: All recovrces in GCP must belong to a Project.

5 What is an Orqanization in GCP?

-
An Organization is the top-level entity that represents your company. It allows you to manage multiple

projects, ucers, billing accounts, and policies centrally.
\\

"

v Key Point: Organization = Folder = Project = Recourcec

7

b Golden Rule: Organization is for managementt Project is for uscage!
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ul compure services

3 =
QL@; Compute Engine

Virtual machines (IMg) running on Google'e infrastructure. Full control over 0S, applications, and

environment.

[ V' Use Case: Ueb hosting, database servers, high-performance computing, legacy app migration

\ Basic Setup: Create M instance = Chooce machine type = Select 0 — Configure firewall rulec = SSH
& deploy

Pricing: Per-cecond billing, discovnts for sustained vse

Cb Google Kubernetee Engine (GKE)

Managed Kubernetes service for containerized applications. Auto-ccaling, load balancing, and <elf-

healing.

[ V' Use Case: Microservices, containerized apps, CI/CD pipelines, ccalable workloads

\ Basic Setup: Create cluster = Puch Docker image to Container Regictry = Deploy pode = Configure

cervices

Pricing: Pay for nodes + minimal cluster fee

\

(
6 Cloud Run

Serverless container platform. Run statelesc containere without managing servers.

[ V' Uee Case: REST APLe, event-driven functions, backgrovnd jobe, microcervices
\ Bagsic Setup: Containerize app = Puch to Container Registry = Deploy Cloud Run cervice = Get avto (RL

Pricing: Per requect pricing, free tier incloded

B CTORAGE & DATABASE SERVICES
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Cloud Storage
Sealable object storage for unstructured data (Fles, images, videos, backups).

V' Uee Case: Data lakec, media. filec, backups, ctatic webcite hosting, data archives
"\ Bagic Setup: Create bucket = Set storage clase = (Configure access control = (Jpload objects

Pricing: Storage + egresc charges, Coldline/Archive for cheaper archival

ﬁ Cloud SQL

Fully managed relational database (MySQL, PostareSQL, SQL Server). Automatic backops and high
availability.

[ Y Use Case: Web apps, transactional data, OLTP eystems, traditional databases

g\ Bagic Sefup: Create inctance = (Choose DB i‘ype/vercfon — Get machine type = (Create databace =

Connect from app

Pricing: Per instance + ctorage + backup charges

& Fivestore & Cloud Datactore
NoSQL dscument databases. Firestore is the newer, more scalable vercion with real-time sync.

[ Y Uce Case: Mobile apps, real-time collaboration, ucer profiles, content management, IoT
\ Bagic Setup: Enable Firestore = (reate database = Set security rules = Start writing documents

Pricing: Per read/write/delete operations + ctorage
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e DATA & ANALYTICS SERVICES

(
Q BigQuery

Serverless data warehouvse for analyzing macsive datasets. Lightning-fast SQL queries on petabytec of
data.

[ V' Uee Case: Data analytics, businecs intelligence, log analysic, machine learning datasets
\ Bagic Setup: Create dataset = (oad data CsSv/Js ON/Parquet) = Write SQL queries = lficualize results

Pricing: Per GB queried (First 1 TB free/month), flat-rate pricing available

III Cloud Dataflow

Managed batch and ctream data procecsing service. Unified API for data pipelines (Apache Beam,).

[ V' Uee Case: ETL pipelines, real-time data processing, data transformation, log procescing

\ Bacgic Sefup: Write Beam pipeline = Submit Jjob = Monitor execution = Store reculte in
Bigduery/gtamje

Pricing: Per vCPU-hour + ctorage charges

@‘ Cloud Pub/Sub

Messaging service for event streaming. Decouple cervices with pub/cub architecture.

[ V' Use Case: Real-time messaging, IoT events, log proceccing, microcervices communication
\ Bacsic Setup: Create topic = (Create subscription = Publich mescages = Subscribe and concume

Pricing: Per 6B pub/:‘rked/pu//ed

o

x:\i, Cloud Dataproc

Managed Hadsop/Spark clusters. Run dictributed data processing on Spark, Hadoop, Hive, Pig.
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V' Uee Case: Big data processing, Spark jobs, legacy Hadoop migrations, batch jobe
g\ Bagsic Setup: Create cluster = Submit Spark job = Monitor execution = Auto-ccaling applies

Pricing: Per node-hour + dick charges

@ AI/ML SERVICES

v Vertex AT

Unified ML platform for building, training, and deploying ML models. Pre-trained models + custom

training.

V' Uee Case: Computer vicion, NLP, Forecacting, custom ML models, AutoML For beginners
\ Bagic Setup: Prepare dataset = Train model (AutoM( or cuctom) = Evaluate = Deploy to endpoint

Pricing: Per training hour + per prediction

\ Pre-trained Modefle (Vicion, Language, etc.)

Uce Google's pre-built modelc for common tacks: image recoguition, text analycis, tranclation, cpeech-to-

text-

Y Use Case: Quick AL implementation without ML expertice, document procescing, image analysic
N Bacsic Setup: Install SDK = Call Vision/Language APL = Send image/text = Get resulte

Pricing: Per requect or per 1000 requests
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& NeTworkING SERVICES

& Virtual Private Cloud (VPC)

Private network for GCP resovrces. Control IP ranges, cubunets, routing, and Firewall rules.

[ Y Uce Case: Network icolation, multi-tier architectures, hybrid clovd cetup, cecurity cegmentation
g\ Bagsic Setup: Create [/PC = Define subnete = Set firewall rules = Configure Cloud Router for hybrid

Pricing: Free (minimal charges for advanced featores)

% Cloud Load Balancing

Distribute traffic acrosc resources. Global load balancing with low latency routing.

[ V' Uee Case: High availability, auto-ccaling, gesqraphic distribution, traffic management

N Bagic Setup: Create backend service = Configure health checks = Create load balancer = Acsign target

groups

Pricing: Per forwarding rule + data procescing charges

9 Cloud CON

Content Delivery Network. Cache content globally for faster delivery to usere.

[ V' Uee Cose: Static content dictribution, media ctreaming, website acceleration, APT response caching
\ Bacic Setup: Enable CON on load balancer = Set cache policies = Configure cache keys

Pricing: Per 6B cached/cerved

w Cloud Armor

DDoS§ protection and web application firewall. Protect againct malicious traffic and attacke.

[ V' Uee Case: DDoS defence, WAF rules, geo-blocking, rate limiting, bot protection
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\ Basic Setup: Create cecurity policy = Add rules = Attach to load balancer = Monitor threats

Pricing: Free for basic DDoS, charges for advanced WAF rules

& cccurITY & MANAGEMENT

ﬁ Cloud KMS (Key Management Service)
Manage encryption keys. Hardware security module (HSM) backed key management.

[ Y Uee Case: Data encryption, com,b/ia.m ce requirements, key rotation, cecret management
\ Bagic Setup: Create keyring = Create key = Grant permicsione = (/e in encryption operations

Pricing: Per key version + per eucryptiah/a(ec;:ypﬁon operation

Tdentity & Accese Management (IAM)
Control who has accece to what. Role-based accecs control (RBAC) for GCP recovrcec.

Y Uee Case: Permiccion management, least privilege access, audit trails, resovrce charing
\ Bagic Setup: Create cervice accovnts = Accign roles = (Create key paire = (/e in applications

Pricing: Free (included with GCP)

@ Cloud Avdit (ogs

Track activity and changes to GCP resovrces. Compliance and security monitoring.

V' Uee Case: Compliance avditing, cecurity investigation, change tracking, forencics
N Bacsic Setup: Enable audit logging = Export lsge to BigQuery/Storage = (Create dachboards

Pricing: Storage charges for loge, free firct 5068/month
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B DEPLOYMENT & MANAGEMENT SERVICES

s Container Registry & Artifact Registry
Store and manage Docker container images. lulnerability scanning and accese control.

[ V' Uee Case: Docker image storage, CI/CD pipelines, container deployment, multi-region dictribution
Q\ Bacic Setup: Configure Docker authentication = Puch image = Pull in deployment — Delb/ay to GKE/RPun

Pricing: Storage charges + network egress

\

(
f Cloud Build

Serverless CI/CD platform. Build, test, and deploy applications automatically.

[ V' Uee Case: Continvous integration, automated testing, Docker builde, deployment automation
\ Bacgic Sefu,b: Create cloudbuild.yam! = Connect repo = Puch commit = Automatic build & deplsy

Pricing: Free 120 minutes/day, then per minute charges

7
é’g Cloud Fonctione

Serverless functions for event-driven computing. Run code without managing cervers.

[ V' Uee Case: HTTP API¢, event handlers, backgrovad jobe, webhooks, ccheduled tasks
g\ Bagic Setup: Write function = Deploy with CLI = Configure trigger = Function auto-ccales

Pricing: Per miflion invocations + compute time (Free tier avaifable)

III Cloud Monitoring & (09ging
Monitor application performance and cystem health. Centralized l099ing and alerting.

[ V' Use Case: Application monitoring, performance tracking, alerting, troubleshooting, SLO tracking
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N\ Basic Setup: Enable monitoring = (reate dachboards = Set alert policies = Route nofifications

Pricing: Free first 5068 logs/month, storage charges after

B DeVELOPER & INTEGRATION SERVICES

\‘ API Management

Create, manage, and secure APLs. Rate limiting, authentication, versioning, analytics.

[ Y Uee Case: Public APLc, microcervice gateways, third-party integrations, AP monetization
\ Bacsic Setup: Create API = Define methods = Set policies = Deploy proxy = Monitor ucage

Pricing: Subscription based + per policy calle

A o Taske

Manage large-scale task processing. Guaranteed delivery and retry lsgic.

Y Use Case: Job queuing, distributed task execution, acynchronsus procescing, deferred jobs
\ Bacic Setup: Create queve = (reate tacks = (loud Tasks handles refry & delivery
Pricing: Per million tack operatione

7 GCP Quick Reference Checklist

» Getting Started: Create GCP Project = Set up billing = Enable APLc = Configure
Iam

» Common Architectvre: IPC — (oad Balancer = Cloud Ron/GKE — Cloud SQL —
Cloud Storage

» For Web Apps: Cloud Ruw or GKE + Cloud SQL + Cloud Storage + Cloud CDN

» For Data Analytics: Cloud Storage = Dataflow = BigQuery = Data Studis
visuafization

> For ML Projects: BigQuery (data) = Vertex AT (training) = Cloud Endpoints (deploy)
» Security First: Uce VPC, IAM, Cloud KMS, Cloud Armor, enable Audit (og¢
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» Cost Optimization: ce sustained vse discounts, cet budgets, monitor in Clovd

Monitoring

-
N
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